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1. unid1 (INTRODUCTION)
1.1 anuddyvasnisusziuanuidssituannuiiuasasndeleiues
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Uszifiuaudesuasviuaednu (Enterprise Risk assessment Practice) wantigaunangwnafiuszau
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1. msszyanudedlagliisnisiyatiunsufiRniungsedeu (dentification of Risks Using
a Compliance-oriented Approach) MmaﬂﬁﬂammizqmmL?{'mmm}ﬂﬁﬂix@uﬂﬁmmm
anusTunsUasnds (M3ev1aly) Adrefunisdudunisnsaaeumsusaniunients
Anrgiveriufisuiuynueanasgudimmuall BasidatiunsufoRmungseidouie
UsziuaudesilfiAanginssy “s18n1sns19a0u (Checklist)” vilAnaudilafi
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A. M159IAN580U3UAMNADA (Absence of Risk Tolerance) nirgsusinaylaiysaunis
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& matmuslenadssmumamsaiistuluefinyiediensl (Determining Risk Likelihood
Based on Historical or Expected Occurrences) #u891ua e 9 Anagldnisinnainse
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2. damsduanudsnenisauauviennsnisiliiiieades (Treating Risks With Irrelevant
controls/measures) Meaue1alduuInieniig g lunsmuasnisiiieanninuidsdy
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2.2 ngudmunguazveulun (Audience & Scope)
nansidtuiielilasdfdnlddudeineluasneuen selud
- fiidlddrude (Stakeholders) (Wu Fvtimiiegsie Wiveaszuy mtdmeiisnw
AnwsiuasUaenuansaume a) Aelumipay
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3. ﬁ%’]\‘lU‘%UVIﬂ’J’mL?iEN (ESTABLISH RISK CONTEXT)
maﬁmum‘u’%umaqmmL%'mL{‘JuﬁﬁaﬁmuﬂLﬁaqﬁuﬁﬁﬁmﬁm%’umiﬂmﬁummﬁm Funouil
yliuilaididulddumdeiinmeluwesnsueniiierdoddumsdniiunisssdiu enudssdai
dlasimduietudSmmuanseunnudes nssensuanudsfidesfiansan wazanusuinveuves
Wvesruides
3.1 fiunAAEse (Define Risk)
ffsiannunnneigntuaudssunnuiunslaenselaves fufu deufiaziua
seazduadinfuieaiunistssfiuanuides dsddgfedestivunsdenuialy vesrnudsadiiy
arusfuasaondtlsived dnsuinguszasdvesiumisasull anudsagnimualidunadwsvos 2
Uade Ao
- etz (Likelihood) veamansaifeaneuiifintufudestnivomingay; uay

- NANTENUTAAYY (Resulting Impact) 3nMsiiawnn1salisanA

Risk = Function (Likelihood, Impact)
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wansalieaAnAy (Threat Event)
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winnsalfeana vuede wmnisalla o Tusswinediganam (Threat Acton)! tnmesfe
anA (Manszhlngssyaiamueiiannsodifeszuuneuiuneduiownietns (Fondt Lnwoing
Tauft (Threat Vector? ) nszyirensndauludnwariionaneliifinsunse TuuFumvesnissnwnig
funsuasndtlaved wmmsnifoanauannsassylddenads mada uazduneu (Tactics, Techniques
and Procedures (TTP) ﬁiﬁﬁﬂar}:{@ﬂmu

42417 (Vulnerability)

godlninunefisgageulunisesnwuu MsthlUld wagmsdiliunuvemsngau vien1sauny
MeluveenIyuIung

ALy (Likelihood)

anuu1azidu nuneds anuurasduimgnsaldeanaiunis q amnsoldusslevy
NnYodlwiiidinun (Feynvestedlu) mnmhaziduausalduandadosits q 1éud anuansalu
A1sAUNU (Discoverability) Anuanansalunismusslew (Exploitability) wazauasnsalunisyie

(Reproducibility)

NanseNu (Impact)
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3.2 fvuaauidesiisansuld (Determine Risk Tolerance)
AuiAssTiEensuls (Risk Tolerance)® Mnefis sefuvasnsumuidssiisensuliiieliussg
foguszasAmagsiafiianzianzas msimuannuidesisonsulaielitheuimsaansassylei
mhsudufgeniumuidsanniosiiisda
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> unastoya Wy ISACA Seruniseansunanden (risk tolerance) iy “seduauuusiuiiensuls (acceptable
level) Faffumaiinlafiozenlifunrundeda o TasionzilossdnsduiumsnuingUszasd” uaglddinanudes
fvousuld (risk appetite) tiednsils "Usinanrundssuussdunieiinansuisunuiusia” enansuumeaduil
Tl uenAnuunnAeseninensransuanades (risk tolerance) uazanuidessiivonsuld (risk appetite) Lilosain
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fafinissauisUua: Tusenumsussiiuanadssniheny swfesimunsziunssensy
audeslidaay weil whsnuenafinnsanldseiuanuiiandy nanssnuiliady wazauds
gouduls Aumnanstulumuiivthsnuiiuauads

3.3 AMUUAUNUINLAZAUSURAYOU (Define Roles and Responsibilities)
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dinyFodosszylrdaauainnii unuymdnlunuuilndinnisyssidiunandes Teun

RINUMUI9U (Head of Organization)

Wnthitenlaseiugagn (Highest-level Senior Official) nelumihssdifinnszmiifinazany
SuRineeu (Responsibility and Accountability) Tnesaulunisviliiulainanudsdlésu nmsdanisedns

winzauneluseAuivesulivewiienu wavsausuanudssiivioagnivn



W1YBINTLUIUNTIFIND (Business Owner)

Wmihiienlasziugeanvesiiiegsia (Business Unit) isuiinvoulunisasiaasuliiuladn
Aanssumagstaussqimnemisgsia visuvsudernafetunansenuiisivossivlunsdifisyuudl
nMsngAvedn

Heddunisusmsanandes (Risk Management Function)

yanavdongunelumisnuiisuiaveuuuiminisuimeeudssiiamhesay asviuihi
Wuagnuideuseninsmihinanedauazgsialuseninnszuiumsussifiuanuidss uasdaliiing
AuguaianssumsUsziiuaudsaie il dnsdnaulanumiuidesdiaenadosiu

Heidumaluladuazn1saniiueu (Technology and Operations Function)

yaravdengunglumhsnuiiufiaveulunisisdnviasnisiuiunuredasaineiug
mamnalulad ufueietsuazueundiniu Weatuayumsvinuvesssuuiiatuayuianssumisgsie
mnwAsiiamindauvesssuunasmsiiiuanusumadadueged wazanmnsaliuuziifontu
wanszuaeliadniuszuuignyngnle

Hertunauiunsuaaadelzuas (Cybersecurity Function)

yanavisengumelumhenuiisuiinveulumsiidumsuazmsthsssnvnsniugy ausiuas
Uaeadlsivaslussuniiaduayuianssunisgsia lnsyanadinanaisssyfonnauiionaindufu
spuU MmuamnAnA srfuaniunisalanudssiuanuiuasasadslaues Avuslenialdes
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4. andunmsuszifiuadnudes (CONDUCT RISK ASSESSMENT)
N15UEIUANMULEINUAEITUNTIEYANUFLITRNIZIIZNUANNINAEN LAZNITAINUA
SeAUTDIANUEEISEY TumBurantun1sUsTiuANEDe tkA n1358YAIEes (Risk Identification)

NNALATIERANLLESS (Risk Analysis) wagn15UsUAINLEYS (Risk Evaluation)



Step 1: Risk Identification
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Step 2: Risk Analvsis

Step 3: Risk Evaluation

JUN 1 nszurunsaiiun1susziliuaningdes

4.1. Fupauil 1: MIsEYAMUEABA (Risk Identification)

U A: szyninday (Identify Assets)
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Aegagaautuasasndelusandt “auliaunsaunlesdiinalisla” dlu dausniiaas

Afiunishenissyyuazasimeidouninddumenienmuarnimssnsnaaaiuseneuiulussuuiiey
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negsnalagsn uazdnasludaglauddesnisuaronuselov
Aag9: TusguualuAuwuUnIEae (Distributed Control System (DCS)) apalselvliin
Tsunsuaruauaadnuuuadlusunsuld (Programmable Logic Controller (PLC)) finumussuubniiy
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Yo a 1 [~ [ fa = I a = | (% 13
finagldsunisiansandnduninddudidey iWesnniinalnenssienisndnlui Faduingusvasdms
g3falnesamvadlssluih
AluAndesnstavemandaliihfivuildunlanduasaiuaunssneniely PLC
(4 ¢ a o ¥ . v A " Y = a v
o y3wdFuingatas (Stepping Stones) - ninddumartiluningnsiglaumnenis
muanwazldUseloviiiodsunuluddiung 9 vaunsevignsunisglufimingay
dhigy
fag1e: lugnmwinasu Windows 111U @359es Active Directory (AD) MAuSnwuse
asvaeulayaiusesadndsruuresyiflududsneiaranieainaglasunisiiansandndunsndau
a a v = & A v a a Y 1as s X
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Aoufmesvialnieveluszuy sdmindauiinerdoasnindaud
avaantunusislUlunmsszudeanay
91U B: n13adeuuuinaasiennas (Threat Modelling)
eemmadounindduuarlnezunsuantnenssueiolns amsseymamssidvanauiien
Tfselominnveslmivemindduusiaznemailonsiiesgiidadn malaussmvilsiiningnumsld
Aensaauvuiasadegnay Insnsairsuvuirassfonnaandunssuiunsiillassaisdmsunis
szywmmsnidegnawiisdastuszuy ilelimisnuannsoadrsnisdestuiiyatiuindudio
Undasszuu
nsadeuuusnassanaufitunausioluil
1. n'li'i::wuam“umLl,azn'lia°'1LLun'5:,'UU (Scope Identification and System
Decomposition) - i?ﬁma'wﬁtﬁusﬁaﬁmumLﬁaﬂé’uﬁm%’umsa%qLmuai’waaaﬁaaﬂmmﬁ
wuzilunu A
2. AnsszysAnAIY (Threat Identification) - isnumsifuumeiifussuuiiossy
wansaindululafiglasdannsanssyhvensndauld
3. nsaf1anuudtaasnsleud (Attack Modelling) - n&s1nszymnnnsalfonnamud
Rerdosiunindauudarsenisuds mhonumadoulsamamanivandudiugd
nslaudfdulul sl msadauvusaesnmslaufeluisuumnanisyninveslauf

o w

dielimienuaunsaszunismuauidndulunsunlesssuuiasdndrduarudAny
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YDINSITITU

9 C: #¥eaamunisalaandes (Construct Risk Scenarios)

nsadaniunsaianudsadunugaielunsdiiunsdunsunisssyanudediai
auysal nuifidmneifioadsaniunisal “Asilorafianatn (What Could Go Wrong)” filsiaumaail
AT auarduiusAuY0InNUEBINNUTUIVSGSRY AnNIRAdoNYRIsEUY LarAunnANTiieaded

anunsaldassnuidssiiairanegsitissneanuazantunisdomsludeiidwlddom
o wazdaeliannsaTinseilasaianudsdutuneude 4 10 antunisaianudesnissey
padUsznauvdn « Uszms soluil

1. wiwdau (Asset) - Aandaiilaiunmsseyluam A

2. wansalieaAnay (Threat event) - wnn1sainislaudfssyluau B



3. 4249l (Vulnerability) - agaulunsndduvsonssurunisnatvayuningaudn
ansaliussleviannmgnisaldeanauiseyla gedlnitdeanausinguulugisieium
N1IATIVARULAL/MTBNITNAFBUNITANE Y5081 AEITBIRUANINWINADLLTRIIINNTT

Twmalulagu1eeeng

4. wafinuu (Consequence)® - HadnSlagnsINMANTTAlAEANATY

MPENTRIENUNTalAUEITIAS R RLanal I WaS
Legend: Threat Event | Vulnerability | Asset | Consequence

Alanfviinisunsn SQL vuduweundiaduiuilildwnediien nilnanivssidougUiend

ANnueaulm

Attacker performs an SQL injection on an unpatched legacy web

application to

A208197 1: wnn1salAaLEes (Risk Scenario)

winnuneluyinisvesnadliisyRuiugeaiuludydsumslussuunsdrss Rulaglud

Amun danaliinnsidniAulgdsuins

Internal staff makes a fraudulent payment instruction exceeding bank
account balance on the payment system with no set limit,

fAdeEne? 2: gn1salauEes

¢ @131 "wafinuun (consequence)” Wag "Wansenu (consequence)” Snldunuiuls sgrslsinuianuvunenisiy
wagliasduan Tuvaed “wafinnuun” Wunalnenssanmanisaldoanaiy (wu Indu nsmgaveinveauinis n1s
gaydedeyaiidunnudu) “wansenu” Aeszauiinafinmuuiazdmansznunegsia N1saiduau 189 (W vueaves

BUNTIY)



wiinaunlulasveygnidagsnnes SCADA Tngliteayasusesnsidngssuususiu
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o Y

wazAiuN1sAAUaseuuiasuNIUNSINan iUl Jusenuein JavmumuAsIaviun

Unauthorised employee accesses the SCADA server using default
login credentials and execute shutdown command to

A798199 3: AN1alAEed

Alanddedimaiydauuzangudmingludeliiliasds dadleafnua agvilidndgly

Y

AliuNTIATIEEUEANS SMB AudsrnesniiudunsewazUnmetoyaUseindnueyly

Attacker delivers spear-phishing email to unsuspecting user, which when
clicked, triggers the user account to perform SMB authentication with
malicious server and

A798199 4: An13alAEed

feiniaeunalfia: Tusieaunisuseiliuaandeamulisny aa1unisaiaiudenedl

2eRUTENOUTRNMANITA] fuAnAY Yadlnd NSWIFU Lagkan L

4.2. Jumaud 2: MezRanadss Risk Analysis)
sieszdaudsadunsingiesruszneuiivszneuiuduaaiunisalanuidss usas
anunisalifietiviun
(@) Auu1azLdu (Likelihood) suaqamumiaimmLﬁ'mﬁtﬁﬂsﬁu; ey

(o) NaNIENU (IMpact) (WU VUIAUIOITAUVDIBUATIY) TLARIINATAREDIUNITAIAIILEES

U A: fmualanid (Determine Likelihood)

wnnsalluefnvieimgnisaifinaiasistuingrldiduiat adiotalenades (9u wmmsal
anasintularaiaidofndundufiorlulfiin) eghdlsfnu mslisdiadnann e tawult
amnudssinuanuuasaeadoluuesonlimnzay Wesmndnuvaziuuwainvesiognaiumidly

wes szuuildiregnunininneuliilivaneainuitaglignuninluewen



auAuzialy anudululdvesrnudseiuaiuiuaslasnadeleuesaslasu n1s
Usziiuanyuueavesfoanauuazyeding 3vidunisiansananudululfvesanudssiunn
unsasadtlmussiensiansandadodeluil’

- AuEsalun1SAUNY (Discoverability) — H18RTULALELNTOAUNULD LA IVOINSNIAY
Idinefiedln Suagiuammmieslinuvestoyaiioatutedwitazniadamevemindauiiidedn

- arruarursalunisldusslevd (Exploitability) - dnensstuazlduselosiann
YoslvivomindAuldieunlny Tuegfuaninnsdnis arududourennieie nasnuinuy
mawmaiafisdulunislaud

- anuanansalunisingh (Reproducibility) - dhensduazanunsaadisnislanfndndausi
Idnediedle deitueyfuanududouresnisusuusamamussloviuazanmandondsnduluns
ANEUNSIANA

AEUENs Aemsenisuszdiudiegiaiiofiarsanuwildunielonia (Likelihood) Aanundes
fruanuiunasndelsuesmuiadeiiesune iy annsavhautuneudeluiiiielilasuasuyu
anudululdvesanunisalmnudsssnuanuiuaslasnselaues

() Wazuuudnsuurardadominuuiasdu 3 s¥au (WY @ — m)

(i) wasazuuuaz e dudnnuduilndidusian

(i) pzuungavheazidulemavesaanunisalanuides lneseiu o Ae “funliugs” uas o Ao

“.Juldleenn”

> Y39 (Discoverability, Exploitability and Reproducibility) gnéinuuasnainluina DREAD @4 Microsoft &wsunis

Useilludeanag



ATINESUNMIABUAUBN
WonTsl uaymsdeans
Yol ming (@u nsies
(Fuzzing) fuwinifi
\PSBUY NSANTULAS DY
(Network Sniffing))
A1U1T0QNAUNULAY
TauRanaelunsedneg
YoYU 0EIUATDYUNY

GReL

High | edlwivaadmune: nslaud: nslaud:

(en) o aunsodunUldlaenis | @ aunsasudunsld | e awnsoviheild
AUM/ALnUlALLY Tnglsifiavdnnsidnds pusoansingladl
mmamzﬁm%’u%yjaﬁ (No Access Rights) NISAINUAAN
LNEILLS Yo nuny (Configuration)® %3
(19 Shodan, ExploitDB) Foulvveangnsal

(Event Condition)’
anansngnAuNULAzn | @  amsavinlaeae o awnsavianlanny
TauAnASTIeNUBN wSesilefimlevialy foansingline
(dBumasiie) nglaispainiug Yuussmsmuselevd

pumAa (Exploits) Treuns
Medium | Featvivaatmane: QREIEHEE QREIEHEE
(0) o aunsnAunulAlnens o aunsosufumsly | @ aunsavihenle

fednsnsdntefimg
(Privilege Access
Rights) waaU1ae
(19 Admin/SYSTEM/
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4.3. Sumaudl 3: nsuszdfiuanandes (Risk Evaluation)

msUsedvanuidssdussnfstunisiivuasagyhanudilaninudfyvessedu annudss
wazUsvneumenisiafwolui;

- fmunuagdndisuAuddvenIdes (Determine and Prioritise Risk)

- yhienansfeafiuaudes (Document Risk)

N A: fviuanazdadduaruddnuesnruidss (Determine and Prioritise Risk)

dsiinanlilusindedl 3 mnuidss Ao Temafimgmsaidvanaumis 9 azliusgloviandedn
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£ B: vienansiigaiuaaies (Document Risk)
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Ly oA

- ansnsdidiey (Existing Measures) — 1nnsnsiiagdudifiogiiedansiuaniunisaining
e
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- $rvesauides (Risk Owner) - yaravidenguiisuiinveulunisqualinandesiivdontor)
Tusgiuipensulivesmeay
defmingauial J9a: Tusseunsuseiiuaud samiaeau nedeunnudsadoad
sAUsENEURE el & Uszns oA antunisalnnmidss Suilsey wnsnsiifley andsstiagiu
wudnnisanandes anuzmnuAunth anudesivdond Whvosnmuides
5. ARUAUBIABAMIEEY
vinUssifiuaudssiissyudn (u anudsdudagi) duneuselufonisssyuashvuauumenis
fulunsreluifiefnvanudsdieglussduiivonsuldvesmieny
5.1. Ussinvassaidennisnauauaniades (Types of Risk Response Options)
fifudonnsmevausnnandes S1uau 4 fuden Adesfiansan
1) au3u (Accept)
mMspeNfuANMIABIneRansiunudssuiiiueglaglifesiiunsfuiuile
anANudes Anudssnsldsunsensudleadlussduiivensuldvomnemuiiy
2) wandes (Avoid)
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4) NsanALLA (Mitigate)
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5.2. MstdennsaliunisnausussauidBefivanzay (Choosing the Appropriate Risk

Response Actions)
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